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Tripple DES pad y 951
lo wn S cpBsme 1 S s oKl K5, skl S Tripple DES oz, S
gty Sras 5l cnl 55 oS 508 i a3 KNS e B, L 4 Tripple DES it o 5,54,

sl 0 o3lazwl Tuchman law 5 ol

! _Preformance

14



S sk plnil 20V LIS Kl g 5 (LAY o W els sl Sk 65, DES (5K 5,
oS 3l kg e 1 brl 53 b spd e WS s Olpe 4 g U ekl ey esl
55 o o o dlole ol Jai g 03 S i b
1321 olo y (5 05 0 310!
SRC-6€ 53, 5.5 o340 -
Ok ey s (3L 020l 3 35 sk S FPGA b el o, S (6l 2 (sl
il 0t (6 .8 03l6I SRC-6€ (535, | > Ol g5 4w 25 s So |, FPGA
3 83300 o3l Jlaml Olaj) L pw esls Jlasl Olej 5 g S Obey Jold ( JS (gl >l Ol =)
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Length Total time Throughput Total time Throughput MAR tims MAP
{words) (sec) (MB/s) wio config (sec) |  wio config (sec) Throughput
(sec) (Ma/sec)

1024 0.099 0.08 0.00050 16.29 1.12E-05 730.12
10,000 0.100 0.80 0.00133 60.33 0.000101 792.23
25,000 0.102 196 0.00266 75.19 0.000251 795.88
50,000 0.105 381 0.00492 81.30 0.000501 798.44
100,000 0.108 7.37 0.00832 B5.34 0.001001 799.22
250,000 0.123 16.27 0.02228 89.77 0.002501 7949.69
300,000 0.146 27.32 0.04421 9048 0.005001 799.64

i gloj (5,8 o3l [t 288 51l Ol — NV J s
sl .M:LfaDLf..} |y n.LJaL:AfJLAJ ‘_‘;):5 s 310 Cy “"‘“}"’61)3 u_a.g),:gjb;_-l L_)L,J.';JLJ Jsd>

(o W) 0305 Sl A Jals Sk o g S o uis O vvns BAYE 5land (5,108 50, sla S5
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Emc;:gnm time [ms]
B configuration
140
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1024 10,000 25000 50,000 100,000 250,000 500,000
Nurmnber of encrypted blocks
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Pentium 4 o305 5 5, » 1,2 0l 5.8 ojlul =Y
abil> 512KByte 5 1.8GHz Pentium 4 ojls ,; L jaied j5500lS S (55 p—"—l)_}g1 Cyead
osly .3 S b e (g3l ealy cpl 53 Lgy g andl Ll g3l sl ol aasl- 1GByte 5 Olgs

cshesl GdS Law 5 5 C 0L Law 5 (g5l

P4 non-optimized P4 optimized

Length | Totaltime | Throu- |Toialtime| Throu-

(zec) ghpu (gec) ghput

(words) (MB/sec) (MB/=s)
1024| 0.00379| 2.15520| 0.00102]| 8.06293
10,000| 0.03663| 2.18400( 0.01010| 7.52354
25000( 00%279| 2.15540| 0.02561| 7.8096%
50,000 0.18637 2.14627| 0.051186 7.81937
100,000 037150 2.15243| 0.05960 8.03253
250,000 0.919%0| 2.17415| 0.25478| 7.8498%5
S00,000( 1.83200( 2.18341| 04%B641| 85.0254¢8

Pentium 4 o.63ls ;; 55, Tripple DES 1z, 831 gl 21 0oy JS— ¥ Jsu

PrRatoon | ‘..:.‘BLL U,::.ALSJJLJJE.1)>-1 QLﬁJ \_A.A.uﬂh L:.n‘)_s-a.ﬂ_l LSJL“’ n)@;)bﬁj&?Wﬁ)jﬁm

) 7Y
S ol w0 354> SRC-6€ « Pentium 4 (g5, Juacl OL5 L (g5l asly j5 .ol 0l 0353]

<! Pentium 4 3|

MAP ve. Non-optimized P4 MAP vs. Optimized P4
Length Spesdup Speedup Speedup Speedup Speedup Speedup
(words) Total Total wio MAP Total Total wio MAP
Config Config

1024 0.04 75 338.2 0.01 20 30.6
10000 0.37 276 3628 0.10 76 100.0
5000 0.91 M9 369.7 0.25 86 102.0
50000 1.78 379 3720 0.49 104 102.1
100000 142 399 na 0.2 10.7 995
250000 745 413 367.8 2.07 114 101.9
500000 12.51 414 386.3 340 11.3 957

Tripple DES r.g)j_fjl sl =1 s Pentium 4 L aslie ;3 SRC-6e ;5 o ool 53l =¥ i
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L
MAP vs. P4
100.0
Ty ——P4
§ 80.0-
g —a— MAP w/o config
g 60.0 - overhead
£ 400 MAP w config
2 overhead
g 20.0 ¥ P4 Optimized
0.0 “'v.d — - &
0 200000 400000 600000
Stream size (words)

Pentium 4 3 SRC-6¢ (gl 23,08 v = Ve K2
DES Breaker pa o531 (5 jbw 00l
ol DES sl o) S Pentium 4 5 SRC-6e awylis (15, Benchmark pass Olse 4
sk (5108 5a; 0313 Sl 5 s US esls Sy Bkl (sl p5Y LIS o2 s el 55l el
aola Uy, G831 o e 3 VS i S B ca w0801 O 20 gl b g et
Silpe ssh 5 5,8 eslinal Olg o 35 MAP 5 K la FPGA i o), S 0l sl

2l fl}d 1) T
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Number | Search Size | Total Total MAR
of DES {keys) Time Time only
unitg {sec) wio (s=c)
Config.
(sec)
128,000 | 0.101 0.0016 | 0.00128
1X 1,000,000 | 0.109 0.0103 | 0.01001
100,000,000 1.101 1.0006 1.00001
128,000 0.101 0.0009 | 0.00064
2X 1,000,000 | 0.104 0.0053 | 0.00500
100,000,000 | 0.602 0.5006 | 0.50000
128,000 | 0.101 0.0006 | 0.00032
E 1,000,000 | 0.102 0.0028 | 0.00250
100,000,000 | 0.352 0.2503 | 0.25000
128,000 | 0.097 0.0005 | 0.00016
8X 1,000,000 | 0.098 0.0015 | 0.00125
100,000,000 | 0.222 0.1253 | 0.12500

SRC-6€ 55, » DES Breaker xS0l 23,05 51,21 Olej— £ 54

Aas e 0L 1) MAP s 4y I FPGA (sla a1y slaws YU Jsdor 55 Jsl O 52

Search size Time for non- Time for
(keys) optimized DES optimized DES
(sec) (sec)
128,000 0.25 .22
1,000,000 1.57 24 84
100,000,000 198.40 2394.51

Pentium 4 s DES Breaker o=, Sl gl 1 0l S — 050

d:v—')b .J)S WP Bs Pentium 4 a u:....-.-.- SRC-6e BL! L:...GJ...: n.«":‘-])'&‘ ._jb: I Jj!.l:— d..mg_u.a b

gy (WIS) ools sluas ol (6w el Oy seas (S5l o3l (8l a3 £6 ) a0 rz_)_,fliﬁz_,.i&
Wl 03l Ol 20 C (g5l o3l 5 Ca

S

Loales ) S o

23038 Sl gl b S 15 el he o JWE Ole) 5 08 e e (S S Ol O

Ly o 5 MAP

19



Execution time [ms)

1,200
B configuration
1,000 —{_ | datatramster
[[] computation
00
600
400
200
1,000,000 100,000,000
Number of tested keys

DES Breaker o, ;5 22503 5 gl S b sliad s ) Oloy cilisen gla o — VY IS

Number | Search Size | Speedup | Speedup | Speedup
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128,000 25 157.4 194.0

1X 1,000,000 18.1 191.3 197.3

100,000,000 180.2 198.3 198.4

128,000 2.5 265.1 387.8

2X 1,000,000 185 373.0 394 .6

100,000,000 328.4 396.3 396.8

128,000 2.5 408.7 774.6
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a8 x 1,000,000 20.1 1313.3 1576.0

100,000,000 893.7 1583.4 1587.2
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